Impact of Space Weather
on the Security of Earth & Space Assets.
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Overview of the lecture

1. What is space weather and where does it come from?
Physics of space weather, from the Sun to the Earth

2. Why should you care about space weather?
Space weather impacts

3. How can we deal with space weather?
Efforts to mitigate space weather impacts



What is space weather and where does it come from?
Physics of space weather, from the Sun to the Earth
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Solar Flares emit gigantic amounts of
high-energy electromagnetic radiation.
that reaches the Earth in 8 minutes.
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Space weather is modulated by the
28-day rotation and by the solar cycle of 11 years
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Space weather is modulated by the
28-day rotation and by the solar cycle of 11 years
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2022-03-30
Distance to the Sun 0.332 au

2pix resolution = 237 km
2022-03-30T04:30:01.052




s bﬁThe sglér wmd is a steady stream of particles from the sun
W WhICh reaches the Earth in about 3 days.
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2022-03-30T04:30:01.052




Coronal mass ejections are sudden high density/high speed waves
in the solar wind that can reach the Earth in less than a day

2023-08-31T23:55:13.767 | DO: 0.6944au | FOV: 8.5296R®




Coronal mass ejections are sudden high density/high speed waves
in the solar wind that can reach the Earth in less than a day

2023-09-01T03:25:14.526 | DO: 0.6929au | FOV: 8.5114R®




Solar Proton Events are showers of near relativistic particles

that can reach the Earth in 30min.

2023-09-01T03:55:14.634 | DO: 0.6927au | FOV: 8.5088R®










Why should you care about space weather?
Space weather impacts
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Physical
measure
o = = (Flux level Average Frequency
Scale | Description | Effect Solal’ Radlatlon StOI’m of >= 10 (1 cydle = 11 years)
MeV
particles)
Extreme Biological: Unavoidable high radiation hazard to astronauts on EVA (extra-vehicular activity); passengers and 105 Fewer than 1 per cycle
crew in high-flying aircraft at high latitudes may be exposed to radiation risk.
Satellite operation=: S~tnllifns maw hn wandnend tiealace mamans imnasks can canien lnce o canbeal s
cause serious noise| . = Physical Average Frequenc
panels possible. ScaiehiRescptonlljJEtiect Geogmagnetlc Storm meyasure 1 cyclg = 11‘::/ears)y
Other systems: C
and position errors Extreme Power systems: Widespread voltage control problems and protective system problems can occur, some grid Kp =9 4 per cycle
systems may experience complete collapse or blackouts. Transformers may experience damage. (4 days per cycle)
Severe Biological: Unavoi Spacecraft operations: May experience extensive surface charging, problems with orientation,
high latitudes may uplink/downlink and tracking satellites.
Satellite operatio Other systems: Pipeline currents can reach hundreds of amps, HF (high frequency) radio propagation may be
problems may caus impossible in many areas for one to two days, satellite navigation may be degraded for days, low-frequency
Other systems: B radio navigation can be out for hours, and aurora has been seen as low as Florida and southern Texas (typically
errors over several 40° geomagnetic lat.).
s3 Strong Biological: Radiati Severe Power systems: Possible widespread voltage control problems and some protective systems will mistakenly Kp =8, 100 per cycle
flying aircraft at hig trip out key assets from the grid. including a | (60 days per cycle)
Satellite operatio Spacecraft operations: May experience surface charging and tracking problems, corrections may be needed | 9-
panel are likely. for orientation problems.
Other systems: D Other systems: Tndiiced nineline currents affect nreventive measiires. HF radin nronaaatinn snoradic. satellite

navigation deg

s2 Moderate Biological: Passen . i
risk. Alabama and n | Scale | Description | Effect Radio black outs Appel LT (AT
" . measure (1 cycle = 11 years)
Satellite operatio| g 3 Strong Power systen
Other systems: S Spacecraft op Extreme HF Radio: Complete HF (high frequency) radio blackout on the entire sunlit side of the Earth lasting for a X20 Less than 1 per cycle
locations possibly 3 Earth-orbit sate number of hours. This results in no HF radio contact with mariners and en route aviators in this sector. (2 x1073)
S1 Minor Biological: None. °“!Ef system Navigation: Low-frequency navigation signals used by maritime and general aviation systems experience
Satellite operatio Iratd'° may be it outages on the sunlit side of the Earth for many hours, causing loss in positioning. Increased satellite navigation
Other sy M at.)- errors in positioning for several hours on the sunlit side of Earth, which may spread into the night side.
G2 Moderate Power systen
cause transforr Severe HF Radio: HF radio communication blackout on most of the sunlit side of Earth for one to two hours. HF radio X10 8 per cycle
Spacecraft op contact lost during this time. (1073) (8 days per cycle)
in drag affect ¢ Navigation: Outages of low-frequency navigation signals cause increased error in positioning for one to two
Other system hours. Minor disruptions of satellite navigation possible on the sunlit side of Earth.
York and Idahc
G1 | Minor Power systen Strong HF Radio: Wide area blackout of HF radio communication, loss of radio contact for about an hour on sunlit side | X1 Y (117450[);; CSYC|:r eydle)
Spacecraft op of Earth. (10 vs per cy
Other system Navigation: Low-frequency navigation signals degraded for about an hour.
latitudes (nortt
R2 Moderate HF Radio: Limited blackout of HF radio communication on sunlit side, loss of radio contact for tens of minutes. M5 350 per cycle
Navigation: Degradation of low-frequency navigation signals for tens of minutes. (5x1073) (300 days per cycle)
R1 Minor HF Radio: Weak or minor degradation of HF radio communication on sunlit side, occasional loss of radio M1 2000 per cycle
contact. (1075) (950 days per cycle)
Navigation: Low-frequency navigation signals degraded for brief intervals.
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Description | Effect Geogmagnetic Storm AT Average Frequency
measure (1 cycle = 11 years)
Extreme Power systems: Widespread voltage control problems and protective system problems can occur, some grid Kp =9 4 per cycle
systems may experience complete collapse or blackouts. Transformers may experience damage. (4 days per cycle)
Spacecraft operations: May experience extensive surface charging, problems with orientation,
uplink/downlink and tracking satellites.
Other systems: Pipeline currents can reach hundreds of amps, HF (high frequency) radio propagation may be
impossible in many areas for one to two days, satellite navigation may be degraded for days, low-frequency
radio navigation can be out for hours, and aurora has been seen as low as Florida and southern Texas (typically
40° geomagnetic lat.).
Severe Power systems: Possible widespread voltage control problems and some protective systems will mistakenly Kp =8, 100 per cycle
trip out key assets from the grid. including a | (60 days per cycle)
Spacecraft operations: May experience surface charging and tracking problems, corrections may be needed 9S-
for orientation problems.
Other systems: Induced pipeline currents affect preventive measures, HF radio propagation sporadic, satellite
navigation degraded for hours, low-frequency radio navigation disrupted, and aurora has been seen as low as
Alabama and northern California (typically 45° geomagnetic lat.).
G3 Strong Power systems: Voltage corrections may be required, false alarms triggered on some protection devices. Kp =7 200 per cycle
Spacecraft operations: Surface charging may occur on satellite components, drag may increase on low- (130 days per cycle)
Earth-orbit satellites, and corrections may be needed for orientation problems.
Other systems: Intermittent satellite navigation and low-frequency radio navigation problems may occur, HF
radio may be intermittent, and aurora has been seen as low as Illinois and Oregon (typically 50° geomagnetic
lat.).
G 2 Moderate Power systems: High-latitude power systems may experience voltage alarms, long-duration storms may Kp =6 600 per cycle
cause transformer damage. (360 days per cycle)
Spacecraft operations: Corrective actions to orientation may be required by ground control; possible changes
in drag affect orbit predictions.
Other systems: HF radio propagation can fade at higher latitudes, and aurora has been seen as low as New
York and Idaho (typically 55° geomagnetic lat.).
G1 Minor Power systems: Weak power grid fluctuations can occur. Kp =5 1700 per cycle

Spacecraft operations: Minor impact on satellite operations possible.

Other systems: Migratory animals are affected at this and higher levels; aurora is commonly visible at high
latitudes (northern Michigan and Maine).

(900 days per cycle)
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Description | Effect Geogmagnetic Storm AT Average Frequency
measure (1 cycle = 11 years)
Extreme Power systems: Widespread voltage control problems and protective system problems can occur, some grid Kp =9 4 per cycle
systems may experience complete collapse or blackouts. Transformers may experience damage. (4 days per cycle)
Spacecraft operations: May experience extensive surface charging, problems with orientation,
uplink/downlink and tracking satellites. every few years
Other systems: Pipeline currents can reach hundreds of amps, HF (high frequency) radio propagation may be
impossible in many areas for one to two days, satellite navigation may be degraded for days, low-frequency
radio navigation can be out for hours, and aurora has been seen as low as Florida and southern Texas (typically
40° geomagnetic lat.).
Severe Power systems: Possible widespread voltage control problems and some protective systems will mistakenly Kp =8, 100 per cycle
trip out key assets from the grid. including a | (60 days per cycle)
Spacecraft operations: May experience surface charging and tracking problems, corrections may be needed 9S-
for orientation problems.
Other systems: Induced pipeline currents affect preventive measures, HF radio propagation sporadic, satellite
navigation degraded for hours, low-frequency radio navigation disrupted, and aurora has been seen as low as
Alabama and northern California (typically 45° geomagnetic lat.).
G3 Strong Power systems: Voltage corrections may be required, false alarms triggered on some protection devices. Kp =7 200 per cycle
Spacecraft operations: Surface charging may occur on satellite components, drag may increase on low- (130 days per cycle)
Earth-orbit satellites, and corrections may be needed for orientation problems.
Other systems: Intermittent satellite navigation and low-frequency radio navigation problems may occur, HF
radio may be intermittent, and aurora has been seen as low as Illinois and Oregon (typically 50° geomagnetic
lat.).
G 2 Moderate Power systems: High-latitude power systems may experience voltage alarms, long-duration storms may Kp =6 600 per cycle
cause transformer damage. (360 days per cycle)
Spacecraft operations: Corrective actions to orientation may be required by ground control; possible changes
in drag affect orbit predictions.
Other systems: HF radio propagation can fade at higher latitudes, and aurora has been seen as low as New
York and Idaho (typically 55° geomagnetic lat.).
G1 Minor Power systems: Weak power grid fluctuations can occur. Kp =5 1700 per cycle

Spacecraft operations: Minor impact on satellite operations possible.

Other systems: Migratory animals are affected at this and higher levels; aurora is commonly visible at high
latitudes (northern Michigan and Maine).

(900 days per cycle)

once per week
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2023 04 23 G4 geomagnetic storm

Solar wind parameters DSCOVR (+ACE), Kp-index (NOAA), K-index (Belgium)
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Impact on Global Navigation Satellite
Systems, GNSS

Simultaneously, global navigation
satellite systems were also impacted.
The signals sent out by the satellites
were not well received anymore.

Alerting civil aviation

The first advisory on HF COM was sent
at 17:06UT. It was the first of many.
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'‘Destruction Event' From Sun Annihilated Dozens of
SpaceX Satellites
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Fang, T.-W., Kubaryk, A., Goldstein, D., Li, Z., Fuller-Rowell, T., Millward, G., et al. (2022). Space weather environment during the
SpaceX Starlink satellite loss in February 2022. Space Weather, 20, €2022SW003193. httpb.//dol. org/10.1029/2022SW003193




How can we deal with space weather?
Efforts to mitigate space weather impacts



How can we deal with space weather?
Efforts to mitigate space weather impacts

1. understanding of the vulnerabilities, including impact and likelihood
2. preparedness through improved engineering of the affected systems

3. maintaining awareness of the current state of the space environment
through observations and analysis in real time
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# DAILY BULLETIN ON SOLAR AND GEOMAGNETIC ACTIVITY from the SIDC
# (RWC Belgium)

SIDC URSIGRAM 21020

SIDC SOLAR BULLETIN 20 Oct 2022, 1230UT

SIDC FORECAST (valid from 1230UT, 20 Oct 2022 until 22 Oct 2022)

SOLAR FLARES : C-class flares expected, (probability >=50%)

GEOMAGNETISM : Quiet (A<20 and K<4)

SOLAR PROTONS : Quiet

PREDICTIONS FOR 20 Oct 2022 10CM FLUX: 113 / AP: 012

PREDICTIONS FOR 21 Oct 2022 10CM FLUX: 110 / AP: 006

PREDICTIONS FOR 22 Oct 2022 10CM FLUX: 109 / AP: 005

COMMENT: Solar flaring activity was at low levels, with flare of largest
X-ray output being the C5.3-class flare from NOAA Active Region (AR) 3122,
peak time 20 October ©3:26 UTC. NOAA AR 3126 has slightly developed over
the past 24 hours. For the next 24 hours, C-class flares are expected while
M-class flares are possible.

From the Coronal Mass Ejections observed in the last 24 hours none is
currently believed to be Earth-directed. The southern coronal hole with
negative polarity is currently at the solar meridian. An associated high
speed stream can be expected about 23-24 October.

The greater than 10 MeV proton flux was at nominal levels over the past 24
hours and is expected to remain so for the next 24 hours. The greater than
2 MeV electron flux below the 1000 pfu alert threshold over the past 24
hours. It is expected to be about threshold during the next 24 hours. The
24h electron fluence was at nominal levels over the past 24 hours and is
expected to remain at this level in the next 24 hours.

The Solar Wind (SW) parameters continued the gradual return to background
levels. The SW speed gradually dropped further 390 km/s over the last 24
hours. The total magnetic field (Bt) was around 5 nT, while its Bz
component ranged between -5 to 4 nT. The interplanetary magnetic field phi
angle was directed towards the Sun. The solar wind parameters could become
enhanced over the next 24 hours, in the possibility the the high speed
stream associated with the coronal hole that crossed central meridian on 17
October arrives.

Geomagnetic conditions were at quiet levels (NOAA Kp and K Dourbes 0-2)
over the last 24 hours. In the next 24 hours the conditions are expected to
e quiet to unsettled, with a very slight chance of active conditions.
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PREDICTIONS FOR 22 Oct 2022 10CM FLUX: 109 / AP: 005

COMMENT: Solar flaring activity was at low levels, with flare of largest
X-ray output being the C5.3-class flare from NOAA Active Region (AR) 3122,
peak time 20 October 03:26 UTC. NOAA AR 3126 has slightly developed over
the past 24 hours. For the next 24 hours, C-class flares are expected while
M-class flares are possible

From the Coronal Mass Ejections observed in the last 24 hours none is
currently believed to be Earth-directed. The southern coronal hole with
negative polarity is currently at the solar meridian. An associated high
speed stream can be expected about 23-24 October.

The greater than 10 MeV proton flux was at nominal levels over the past 24
hours and is expected to remain so for the next 24 hours. The greater than
2 MeV electron flux below the 1000 pfu alert threshold over the past 24
hours. It is expected to be about threshold during the next 24 hours. The
24h electron fluence was at nominal levels over the past 24 hours and is
expected to remain at this level in the next 24 hours

The Solar Wind (SW) parameters continued the gradual return to background
levels. The SW speed gradually dropped further 390 kn/s over the last 24
hours. The total magnetic field (Bt) was around 5 nT, while its Bz
component ranged between -5 to 4 nT. The interplanetary magnetic field phi
angle was directed towards the Sun. The solar wind parameters could become
enhanced over the next 24 hours, in the possibility the the high speed
stream associated with the coronal hole that crossed central meridian on 17
October arrives.

Geomagnetic conditions were at quiet levels (NOAA Kp and K Dourbes 0-2)

over the last 24 hours. In the next 24 hours the conditions are expected to
be quiet to unsettled, with a very slight chance of active conditions.
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SIDC FORECAST (valid from 1230UT, 20 Oct 2022 until 22 Oct 2022

SOLAR FLARES : C-class flares expected, (probability >=50%

GEOMAGNETISM : Quiet (A<20 and K<4)

SOLAR PROTONS : Quiet

PREDICTIONS FOR 20 Oct 2022 10CM FLUX: 113 / AP: 012

PREDICTIONS FOR 21 Oct 2022 10CM FLUX: 110 / AP: 006

PREDICTIONS FOR 22 Oct 2022 10CM FLUX: 109 / AP: 005

COMMENT: Solar flaring activity was at low levels, with flare of largest
X-ray output being the C5.3-class flare from NOAA Active Region (AR) 3122,
peak time 20 October 03:26 UTC. NOAA AR 3126 has slightly developed over
the past 24 hours. For the next 24 hours, C-class flares are expected while
M-class flares are possible

From the Coronal Mass Ejections observed in the last 24 hours none is
currently believed to be Earth-directed. The southern coronal hole with
negative polarity is currently at the solar meridian. An associated high
speed stream can be expected about 23-24 October.

The greater than 10 MeV proton flux was at nominal levels over the past 24
hours and is expected to remain so for the next 24 hours. The greater than
2 MeV electron flux below the 1000 pfu alert threshold over the past 24
hours. It is expected to be about threshold during the next 24 hours. The
24h electron fluence was at nominal levels over the past 24 hours and is
expected to remain at this level in the next 24 hours

The Solar Wind (SW) parameters continued the gradual return to background
levels. The SW speed gradually dropped further 390 kn/s over the last 24
hours. The total magnetic field (Bt) was around 5 nT, while its Bz
component ranged between -5 to 4 nT. The interplanetary magnetic field phi
angle was directed towards the Sun. The solar wind parameters could become
enhanced over the next 24 hours, in the possibility the the high speed
stream associated with the coronal hole that crossed central meridian on 17
October arrives.

Geomagnetic conditions were at quiet levels (NOAA Kp and K Dourbes 0-2)

over the last 24 hours. In the next 24 hours the conditions are expected to
be quiet to unsettled, with a very slight chance of active conditions.
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Take home messages

1.

The Sun is a variable star whose magnetic activity drives the space weather of the Earth
environment.

The electromagnetic flashes of solar flares reach us in 8 min. High-energetic particles of
solar proton events reach us in 30min. Plasma clouds of coronal mass ejections reach us
in 1 day.

Life on Earth is protected by the Earth magnetosphere and the atmosphere. Life in space
and at high-latitude flights can be affected during solar proton events.

Technology in space and on the ground can be seriously affected, in particular GNSS
navigation, radio communication and power grid infrastructure.

Mitigating space weather impacts requires (1) awareness, (2) engineering, (3) monitoring
& forecasting

The Royal Observatory of Belgium, through partnerships, is at the forefront of monitoring
and forecasting space weather



Further information

“Space Weather: The Impact on Security and Defense” In: Handbook of Space Security. Springer, Cham.
(2019). Janssens, J., Berghmans, D., Vanlommel, P. and Andries J.
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1972 08 04 geomagnetic storm, radio black out, radiation storm

In 1972 the United States were at war with Vietnam. In an attempt to isolate
North Vietnam from the rest of the world, magnetic-influence sea mines
(“Destructors”) had been dropped into the coastal waters of North Vietnam just 3
months prior.

On 4 August, aircrews reported

near Hon La in just 30 s. Aerial observations indicated evidence of some
4000 additional detonations along the North Vietnamese coast during the first
weeks of August. The US Navy quickly concluded that the magnetic field
variations were the cause of these detonations, in line with measurements from
magnetometers in nearby locations such as Manila, the Philippines.

This conclusion led to the radical decision to replace all the magnetic-influence-
only sea mines with magneto/seismic mines, meaning there were now two
triggers needed before the sea mines could detonate.

Mine explosion operation end sweep 1973 03 09

United States Navy photograph, Public domain,
|via Wikimedia Commons



https://en.wikipedia.org/wiki/August_1972_solar_storms

1956 02 23 Disappearance HMS Acheron submarine near Iceland,
largest solar radiation storm ever
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